* CONFERENCE PROGRAM

Wednesday, November 9 = Track A - TrackB - Track € - Al Tracks

TIME SESSIONS

8:00AM - 8:10 AM WELCOME: Opening Remarks and Safety Moment

8:10AM - 9:10 AM Keynote
Speaker: Grady Summers, Senior Vice President and Chief Technology Officer CTO, FireEye

9:10AM - 10:10 AM Keynote
Speaker: Tas Giakouminakis, Co-Founder & Chief Technology Officer (CTO), Rapid7

10:10AM - 10:40AM  Morning Refreshment Break

10:40 AM - 11:50 AM SESSION A1: People: Building Cybersecurity SESSION B1: Securing Mobility SESSION C1: Cyberattacks: Forensic Lessons
Competency & Leadership Moderator: Luis Guerra, Shell Learned from Recent Breaches
Moderator: Steven Romero, Chevron Moderator: Gordon Doermer, Union Gas
B1 A: Mobile Hacking Exposed: Attacks and
A1l A: Building Cybersecurity Competency & Countermeasures from the Field C1 A: Utilizing Memory and Network Forensics for
Leadership Speaker: Joel Scambray, Cigital Inc. Large-Scale Threat Detection and Response
Speaker: Mario Chiock, Schlumberger, and Speaker: Andrew Case, Volexity
Angela Haun, FBI B1B: Mobile Security Technology Trends and
Lessons Learned C1B: Understanding Attacker’s Use of Covert
Al1B: Emedding lasting organizational change while Communications

Speaker: Anh Dang, Schlumberger

s e Speaker: Alex Waterman, Vectra Networks

Speakers: David Roberts, Pcubed B1C: Securing Mobile Devices in a BYOD World

Speaker: Chris Boykin, Future Com
A1C: People Bring Life to Cybersecurity —

The Importance of Lifecycle Training

Speakers: Marco Ayala, aeSolutions

11:50 PM - 1:00 PM Attendee Lunch

1:00PM - 2:00PM CIO Panel Discussion
Moderator: Aaron Padilla, API
Panelists: Ken Braud, CIO, Halliburton; Jake Dominguez, CIO, FMC Technologies; William Rothe, VP Enterprise Systems, Hess Corporation

2:00PM - 2:15PM API Cybersecurity Update

Speakers: Michael Garcia, Rowan Companies; Aaron Padilla, API




2:35PM - 3:45PM

3:45PM - 4:.05PM

4:05PM - 5:15PM

5:15PM - 6:30 PM

Session A2: Cybersecurity Programs: Enterprise-
wide Initiatives and Programs, including Data
Leak Protection

Moderator: Aaron Padilla, API

A2 A: Vulnerability Management - A comprehensive,
impactful approach to IT security

Speaker: Derek Dunkel, Devon Energy

A2 B: When in doubt, reboot your Cybersecurity
program

Speaker: Mobolaji Moyosore, Tesoro Companies
Inc.

A2 C: Your SecOps don't catch bad guys and waste
your money. We know why!

Speaker: Mark Manglicmot, Ernst & Young

Afternoon Refreshment Break

SESSION A3: Governance & Resourcing: Board
/ Executive Oversight, Risk Management and
Budgets in Today's Market Environment
Moderator: James Crandall, API

A3 A: Principles for Effective Cyber Risk
Management by Boards and Senior Staff

Speakers: Larry Clinton, Internet Security
Alliance

A3 B: Navigating Cybersecurity Without Impacting
Your Business: Insights from a former Oil &
Gas Risk Management & Security Executive

Speaker: Ashley Ferguson, SecureWorks

A3 C: New Application of Risk Management
Modeling to Calculation of
ROI on Cyber Security Investments

Speaker: Michael Coden and Tammy Prizant,
BCG Platinion

Welcome Reception and Networking

SESSION B2: Application Security

Moderator: Matt Harper, Devon

B2 A: Do Application Security Shortcuts Exist
Speaker: Greg Wolford, Veracode

B2 B: The Evolving Application Security Landscape
and How to Secure It

Speaker: Mark Moore, Deloitte

B2 C: Cyber Attacks and SAP Applications: Beyond
the DHS Alert

Speaker: Juan Perez-Etchegoyen, Onapsis

SESSION B3: Identity and Access Management:
Biometrics and Innovations
Moderator: Kelly Turner, Marathon Oil

B3 A: Stop the Bleeding, Then Start Cleaning: Four
Steps for Evolving Your Privileged Account
Security Program

Speaker: Mike Marino, CyberArk
B3 B: Beneath the Surface of a Cyberattack:
A closer look at the true business impact

Speaker: Michael Wyatt, Deloitte

SESSION C2: Incident Response Management

Moderator: David Zacher, ONG-ISAC

C2 A: Incident Response Drills — DrillIT Program
Speaker: Andrey Melnikov, Schlumberger

C2B: Evidence-based Security Improvement:

Adding the Blue Team to Security Blueprints
Speaker: Kall Loper, Deloitte

C2 C: CISOs Guide to Incident Response
Speaker: Andrew Hay, LEO

SESSION C3: Insider Threat
Moderator: Glenn Dally, Spectra Energy

C3 A: Challenges in Developing an Insider Threat
Program for Oil and Gas

Speakers: Michael Gelles, Deloitte

C3B: Proactive Insider Threat Detection

Speaker: Kevin Shewbridge, Leidos




> CONFERENCE PROGRAM

l:l =Track A =Track B =Track C = All Tracks

Thursday, November 10

8:00AM - 8:10AM

8:10AM - 9:10AM

9:10 AM - 10:10 AM

10:10 AM - 10:40 AM

10:40 AM - 11:50 AM

11:50 AM - 1:00 PM

1:00PM - 2:10PM

WELCOME: Opening Remarks and Safety Moment

Keynote

Speaker: Ralph Langner, Co-Founder and Managing Principal, The Langner Group

Keynote

Speaker: Douglas Hubbard, Founder, Hubbard Decision Research

Morning Refreshment Break / Douglas Hubbard Book Signing

SESSION A4: Industrial Control Systems (ICS)
and Process Control Network (PCN) Security
Innovations

Moderator: Paul Huttenhoff, Phillips 66

A4 A: IACS Security AND Network Optimization: An
innovative approach for protecting critical
off-shore assets and people.

Speaker: Gregory Villano/Wesley Knight,
Diamond Offshore

A4 B: Leveraging Process Safety Analysis for ICS
Cybersecurity Risk Assessment

Speaker: Kenny Mesker, Chevron

A4 C: If It's Not Secure, It's Not Safe: Integrating
Cybersecurity into your PSM Program

Speaker: John Cusimano, aeSolutions

Attendee Lunch

SESSION AS: Industrial Control Systems (ICS)
and Process Control Network (PCN) Security
Innovations

Moderator: Tim Nguyen, BHP Billiton Petroleum

SESSION B4: Cybersecurity Architecture:
Enterprise Reference Architecture, Cybersecurity
Stack Architecture

Moderator: Gretchen Myers, Chevron

B4 A: Secure reference architecture for
turbomachinery applications in the oil and
gas industry

Speaker: Pierluigi Meloni, GE Oil & Gas

B4 B: Applying the NIST Cybersecurity Framework
to Create a Cybersecurity Architecture

Speaker: Marisa Ruffolo/Michael J Lewis,
Chevron

SESSION BS5: Cloud Computing Security:
Productivity Software, Cloud Services and Risk-
based Approaches

Moderator: Michael Lewis, Chevron

SESSION C4: Behavioral / Cognitive Analysis
Moderator: Simon Tong, Schlumberger

C4 A: Using Machine Learning For Next Generation
ICS Security
Speaker: Jeff Cornelius, Darktrace

C4 B: Effective use of machine learning for predictive

analytics on operational and Information
Technology data sets

Speaker: Douglas Melvin Greer, Intel Corporation

C4C: Alert and Data Overload! Using Analytics and
Machine Learning to Simplify Security’s Role in
Data Protection.

Speaker: Terry Ray, Imperva Inc.

SESSION C5: NIST Cybersecurity Framework: Use
& Deployment
Moderator: Steve Yarbrough, FMC Technologies




2:10PM - 2:30PM

2:30PM - 3:40PM

3:40PM - 4:.00PM

4:00PM - 5:00PM

5:00PM - 6:00 PM

A5 A: PCN Incident Response Techniques
Speaker: Art Conklin, University of Houston

AS B: Detecting all types of cyber incidents and not
just cyber attacks

Speaker: Damiano Bolzoni, Security Matters

A5 C: Nation State Actors and Emerging ICS Threats

Speaker: Nate Beach-Westmoreland, Booz Allen
Hamilton

Afternoon Refreshment Break

SESSION A6: Industrial Internet of Things (IoT)
Moderator: Dennis Acuria, Marathon Petroleum

A6 A: Modern Methods for Mitigation: Cyber
Security for the Industrial Internet
Speaker: Francis Cianfrocca, Bayshore
Networks, Inc.
A6 B: 5 Best Practices for Building Cybersecurity
into Your IIoT Roadmap

Speaker: Lionel Jacobs, Palo Alto Networks

A6 C: Security in an IoT World
Speaker: Thanh Nguyen, Accudata Systems

Afternoon Refreshment Break

CISO Panel Discussion
Moderator: Aaron Padilla, API

B5 A: Cloud Security at Chevron; the Journey from
Discovery to Secure Adoption

Speaker: Gretchen Myers, Chevron

B5 B: Cloud Security Standardization, Hype or
Reality?
Speaker: Christy Poisot, Shell

B5 C: Security Framework for Moving to Public
Cloud-IaaS Case Study

Speaker: Wisnu Tejasukmana, Schlumberger

SESSION B6: Third Party Connectivity & Supply

Chain

Moderator: Jerold Poe, Hunt Refining

B6 A: Combatting Cyber-Risk in the Supply Chain
Speaker: Ken Bell, Forcepoint

B6 B: Buyer Beware: The Importance of Cyber Due
Diligence in M&A
Speaker: Matt Cherian, BitSight Technologies

C5 A: NIST Cybersecurity Framework: How
companies have applied it to meet board level
engagements

Speakers: Jason Christopher, Axio

C5 B: Deconstructing the DHS's Seven ICS Cyber
Security Strategies

Speakers: Benga Erinle, Ultra Electronics, 3eTI

C5 C: Industry/Government Partnership:
Cybersecurity through Development of a NIST
CSF Profile with US Coast Guard

Speakers: David Weitzel, NCCoE/MITRE;
Lt. Josephine Long, US Coast Guard; and Julie
Snyder, NCCoE/MITRE

SESSION C6: Emerging Threats, Risks &
Technologies: What's on the Horizon?
Moderator: Mario Chiock, Schlumberger

C6 A: How I learned to stop worrying and love the
APT
Speaker: Stuart Wagner, Enterprise Products
C6 B: Using Consequence-Based Engineering to
Evaluate Emerging Cyber Threats
Speaker: Philip Quade, National Security Agency
C6C: 2016 — The Year of Ransomware: Can

technology alone prevent phishing attacks
and breaches?

Speaker: Jim Hansen, PhishMe

CISO Panelists: Matt Harper, CISO, Devon Energy; Keith Herndon, Manager Compliance & Incidents and US CISO, Shell; Simon Tong, CISO, Schlumberger

Closing Reception and Networking




